CONG AN TiNH HAI DUONG CONG HOA XA HOI CHU NGHIA VIET NAM

CONG AN HUYEN THANH HA Poc lap — Tw do — Hanh phiic
S6:4586/CV-CAH Thanh Ha, ngay 29 thang 9 nam 2023

V/v Tang cuomg bao dam an todn an ninh mang,
ra soat, khiic phuc 10 hong bao mat

Kinh giri: - Thu truéng céc co quan, doanh nghiép, truong hoc;
- P/c Chi tich UBND cac x3, thi tran

Qua kiém tra i%?éﬁ téc-bao dam an toan, an ninh mang, bao vé bi mat nha
nude (BMNN)

toan an ninh mang §Z§E§§'§ §~§§§ 3@5%% §§§§ hién médt sb ton tai trong cong tac quan

gian‘mang trén dia ban huyén Thanh Ha, Tiéu ban An

1y, sit dung mang may %g% %% §§§§§ bao mat duoc canh bdo & muc cao, cu thé
nhu sau:

- May tinh tdn tai bién thé ma doc cé tinh ning danh cap dir liéu, tao mang
may tinh ma Botnet nhu: Trojan.Agent-6326965-0, Backdoor.Swrort. Win32.631,
AdWare.Agent, Trojan.Malware.300983.susgen, ~ Trojan. DownlLoader.29.470,
Worm. Win32.Fador, DangerousObject. Multi.Generic, Trojan.Shelma. Win64.4147,
PUP/SupTab, Trojan.Generic@AI92(RDML:2MPifXQ).... Mot s6 may tinh
dang st dung hé didu hanh Windows 7, XP khong duoc nha phat trién hé tro
ban va bao mét, chua cai dat sir dung §%§§ mém diét ma doc ban §§§§§§*

- Tén tai 16 héng bio mat mic nghiém trong trén Cong thong tin dién tir
(TTDT), tap trung vao 161 XSS, SQL Injection, phién ban TLS 1.0, 1.1, SSL 3.0,
thur vién Javascript jQuery 1.7, 1.11.1, 1.12.4, 3.2.1 ton tai 15 hong bao mat,
khéng sir dung giao thirc ma hoa dir liéu dau cudi; khéng mi héa, khoa quyén
truy cap hé quan tri co s& dir liéu. Néu cac 16 hong bao mét trén khong duge
khic phuc kip théi, kha ning bi tin tic tin cong trong thoi gian t6i 1a rét cao.

Tir tinh hinh trén, Cong an huyén Thanh Ha dé nghi cac dong chi chi dao
b phan chuyén mon thuc hién mot 6 ndi dung sau:

1. Khén truong ra soét, khic phuc cac diém yéu, 15 hong bao mit con ton
tai, chtt dong cap nhét cac ban va; cai dat, cap nhat cac §§§§§ mém diét ma doc
ban quyén BKAV...




2. Tang cudng cac bién phép bao dam an ninh, an toan thong tin trén céc

Céng, trang thong tin dién tir do don vi quan 1y. Xoéa cic tai khoan la dang ton
tai trén Coéng TTDT; g0 bo cac bai viét bi chén vao Céng TTBT ¢6 chira ndi

dung quang céo béan hang, cd bac truc tuyén, 16 d&, x4 s6, san pham dbi truy,..

(néu c6). Péng thoi thay dbi toan bd mat khau céc tai khoan béo dam mat khéu

dd manh.

Vay, Cong an huyén Thanh Ha dé nghi cac dong chi quan tam, chi dao./.&” J

Noi nhin:

= Nhu kinh giri;
- Luu VT, AN,
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